
  



  

LuckyCat

● Organized Cyber-Crime (tracing back to China)
● Targets in India, Japan and Tibet.
● Research facilities belonging to Military, Universities and 

Governments
● Areas of aerospace, energy and astronautics.
● The gang behind Luckycat has also been responsible:

– compromising the power grid of at least one country

– foreign ministries and targeting Tibetan activists – both inside 
and outside Tibet.



  

● Fukishima distaster | Doses measurement

Targeted emails & social-engineered 
decoy documents



  

India

● Indian's Missilistic 
Defense Program 
(RMD)



  

Tibet



  

Insights into decoy documents

● Triggered vulnerabilities
– Adobe Reader—CVE-2010-2883

– Microsoft Office—CVE-2010-3333
● Bug in Word's RTF parser. “pFragments” 's shape 

property is given a malformed value
● {\rtf1{\shp{\sp{\sn pFragments}{\sv “exploit code”}}}}

http://downloads.securityfocus.com/vulnerabilities/exploits/44652.rb

● First-stage malware: TROJ_WIMMIE.C and 
VBS_WIMMIE.SMC

http://downloads.securityfocus.com/vulnerabilities/exploits/44652.rb


  

● Hijack WMI (remote administration service)

● Delete itself. Hidden to Antivirus

VBS_WIMMIE



  

C&C protocol

● Register to the C&C
– POST /count/count.php?m=c&n=[HOSTNAME]_[MAC_ADDRESS]_[CAMPAIGN_CODE]

● Pulls task0 (info-gathering: `ipconfig`, `tasklist`, 
`systeminfo`)
– GET /count/count.php?m=r&n=[HOSTNAME]_[MAC_ADDRESS]_[CAMPAIGN_CODE]@.c

● Pushes back results (down.cab) 
– POST /count/count.php?m=w&n=[HOSTNAME]_[MAC_ADDRESS]_[CAMPAIGN_CODE]@.t

● Deletes task and waits for more
– GET /count/count.php?m=d&n=[HOSTNAME]_[MAC_ADDRESS]_[CAMPAIGN_CODE]@.c

● While 1



  

C&C Servers

● Identified by looking up the C&C's URL path in 
customers' HTTP data (`trawler`)

cattree.1x.biz charlesbrain.shop.co footballworldcup.website.org

frankwhales.shop.co hi21222325.x.gg bailianlan.c.dwyu.com

kinkeechow.shop.co kittyshop.kilu.org perfect.shop.co

toms.0fees.net tomsburs.shop.co vpoasport.shopping2000.com

goodwell.all.co.uk fireequipment.website.org tennissport.website.org

waterpool.website.org clbest.greenglassint.net tb123.xoomsite.com

tbda123.gwchost.com pumasports.website.org tomygreen.0fees.net

killmannets.0fees.net maritimemaster.kilu.org duojee.info

masterchoice.shop.co jeepvihecle.shop.co lucysmith.0fees.net



  

Attackers' Modus Operandi

● Luckycat users connects the C&C server
● Symantec investigation of attacker 43/45 IPs 

traces back to the Sichuan Province in China



  

Spying on spies

● The attacker used one of its machines as test-
bed installation!

● Hands on 'down.cab'
● Chinese Installation



  

TOR configured for emailing

● Supermailer and Foxmail-clone for China 



  

Explains the social-engineering 
emails



  

Victims

● The attacker 
downloaded the list of 
victims on his 
installation

● The list corresponds 
to the content stored 
on the C&C

● Directory-listing 
enabled



  

Attribution

● Registered hundreds of domains
● Attackers' mistake: whois leakage



  

dang0102@hacking_forum



  

scuhkr@students_BBS

● Information Security Institute 
of the Sichuan University 

● Recruitment of students for 
attack/defense project

● Articles in hacking magazines
● The other email is associated 

to a similar profile



  

Connected campaigns

● One of the targeted 
emails contained two 
malicious file 
attachments.



  

Shadownet

● Targeted Tibetan 
activists

● Stole secret 
documents from the 
Indian government

● Compromised the 
Dali Lama's email



  

Duojeen 

● Targeted Tibetan community
● Shared C&C server: duojee.info
● Similar exploits and dropper



  

Maltego

● Visualization platform for 
– Open Source Intelligence (OSINT)

– Forensics Investigations

– Incidents Handling

● Used to conduct investigations in general
● Custom plugins interfacing with our backend 

intelligence databases



  

Demo!


