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➢ Largely used in the industrial world

➢ Encompass a wide diversity of machinery 

(lathes, milling machines, etc..)

➢ Complex systems

➢ Critical for safety and security

CNC Machines



Industrial Revolution



A Complex Supply Chain



A Complex Supply Chain

Our Focus



Our Representative Vendors

Haas Okuma Heidenhain Fanuc

Country USA Japan Germany Japan

Year 1983 1898 1889 1972

Size >1B$ | 1,300 employees 1.4B$ | 3,812 employees 1.3B$ | 8,600 employees 4.1B$ | 8,260 employees

Market Controllers and machines Controllers and machines Controllers only
Controllers and simple 

machines

Simulator Haas 100.19.100.1123 Okuma OSP-P300S
TNC 640 Programming

Station 340595 V.10.00.04
Not used

Controller(s) Haas 100.20.000.1110 Okuma P300MA-H TNC 640
Fanuc 31iB5 iHMI and

Fanuc 32i-B

Machine(s) Haas Super Mini Mill Okuma Genos M460V-5AX Hartford 5A-65E
Yasda YMC 430+RT10 Star 

and SR-32JII

Type
3-axis vertical machining 

centre
5-axis vertical machining 

center
5-axis vertical machining 

center

5-axis vertical micro 
machining center and

Swiss lathe



Evaluation

Controller simulator Real-world machine



Same for all vendors

1. Initial scraping with vulnerability scanners (Nessus, etc)

2. Investigation of domain-specific technologies

Research Approach



➢ Proprietary protocol designed to remotely interact with 
a controller.

➢ ?Q100: Query the machine’s serial number.

➢ ?Q402: Query the parts counter #1 (number of 

produced pieces).

➢ ?Q600 10000: Query the value of variable 

10000.

➢ ?E10000 123: Write the value 123 into the 

variable 10000.

Example: Ethernet Q Commands



MTConnect



Same for all vendors

1. Initial scraping with vulnerability scanners (Nessus, etc)

2. Investigation of domain-specific technologies

3. Threat analysis

4. Development of PoCs

5. Evaluation

6. Responsible disclosure

Research Approach



Problems



➢ Legacy software

➢ Information / data leakage

➢ Lack of authentication or not enabled by default

➢ Lack of resource access control

Identified Problems



Program Code Leak via MTConnect



Program Code Leak via MTConnect



Program Code Leak via MTConnect



Enabled Jumper allowed Firmware Extraction



Enabled Jumper allowed Firmware Extraction



Enabled Jumper allowed Firmware Extraction



➢ Booted with BSP6 (u-boot based): 
https://git.seco.com/arm/nxp/imx6/bsp6

➢ Patched

Enabled Jumper allowed Firmware Extraction

https://git.seco.com/arm/nxp/imx6/bsp6


Lack of Resource Access Control on Haas



Examples of abuses

Out-of-bound Write 
resulting in Disabling 

Single-Step Mode



Impact



Attack Class Attack Haas Okuma Heidenhain Fanuc Total

Compromise ✓ ✓ ✓ 3

Damage Disable feed hold ✓ 1

Disable single step ✓ ✓ 2

Increase tool life ✓ ✓ ✓ 3

Increase tool load ✓ ✓ ✓ 3

Change tool geometry ✓ ✓ ✓ ✓ 4

DoS Decrease tool life ✓ ✓ ✓ 3

Decrease tool load ✓ ✓ ✓ 3

Change tool geometry ✓ ✓ ✓ ✓ 4

Parametric program ✓ ✓ ✓ ✓ 4

Trigger custom alarms ✓ ✓ 2

Ransomware (network share, thinc-api) ✓ ✓ ✓ 3

Hijacking Change tool geometry ✓ ✓ ✓ ✓ 4

Parametric program ✓ ✓ ✓ ✓ 4

Program rewrite ✓ ✓ ✓ 3

Theft Production information ✓ ✓ ✓ ✓ 4

Program code (mt connect, thinc, dnc, focas) ✓ ✓ ✓ 3

Screenshot ✓ 1

Total 15 14 15 10



Examples of abuses

Automated 
Compromise 
resulting in 

Backdoor Implant



A change of tool geometry…

CNC Camera

CNC console (operator view)

Attacker console

Compensation 
of +0.25mm



… causes micro-defects

Error free Micro-defect



Damaging a tool / part

$ echo "?E2201 -10" | nc 5000



Leaking Program Code



Hijacking a Parametric Program

Regular production is two holes



Hijacking a Parametric Program

Change the value of VC1 
from 2 to 5

Hijacked production is five holes



Program Rewriting



Program Rewriting



Program Rewriting

Hijacked Program



Damaging a part

Advance Management Tool (AMT)

Attacker console



Damaging a tool / part

➢ Remotely disabling the 

feed hold may also 

cause safety issues



Theft of Manufacturing Information



Theft of Manufacturing Information



Triggering Software Alarms

Attacker console

CNC console (operator view)



Ransomware

Attacker console

CNC console (operator view)



Discussion



➢ CNC machines are complex systems

➢ A complex supply-chain does not help

➢ Security does not seem to be yet considered an 
important drivers for manufacturers

➢ Shift of responsibilities from controller to machine 
manufacturers and integrators

➢ Patch deployment is still a major issue

Discussion



➢ Long and sustained (6-9 months)

➢ Challenge of communicating the findings and their 
importance

➢ Lack of teams dedicated to security

➢ Positive replies from all vendors

➢ Collaborative efforts

➢ Bug fixes and improvements (documentation and 
guidelines) made available

Responsible Disclosure



➢ Consider security as an important feature

➢ Correctly configuration and deployment

➢ Network monitoring via context-aware IDS/IPS

➢ Network segmentation (e.g., ICS firewalls and VLANs)

➢ Patch management

➢ Raise awareness

Countermeasures



I want more!



I want more!



#BHEU @BlackHatEvents

Thank you!

Contacts are:
marco_balduzzi (at) trendmicro.com

@embyte (Twitter & Mastodon)


