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Ignorantia securitatis neminem excusat



Hardware Epoch



Hardware Epoch
● Standalone systems
● Low-computational power
● “Security through obscurity” paradigm
● Hacking was difficult and cost expensive



Software Defined Radios (SDRs)
● Reduced costs
● Reduced complexity
● Increased flexibility

● Accessible by many, criminals included!



  

● Originally, distributed 
as TV receiver (RX 
only) 

● Works well in the 
general RF spectrum, 
general recognizance

● Frequency Range: 
500 kHz – 1766 MHz

● 25 euros



Bidirectional Transmissions

150 euros
RX + TX



  

● BladeRF 2.0 by Nuand
● 47 MHz to 6 GHz 

frequency range
● 2x2 MIMO, 61.44 MHz 

sampling rate
● 56 MHz bandwidth
● Automatic gain control, 

IQ/DC offset correction



What could go wrong? :D



  

Let’s walk through some noteworthy cases



  

1: AIS



Automated Identification System

● GPS-based radar
● 20 years old standard
● Mandatory. Used by 

~300,000 ships
● Lack of integrity and 

authentication checks



Attack setup



Targeting an AIS transponder



Targeting an AIS station



Transmit arbitrary commands

Example: Fake a Closest Point of Approach 
(CPA) alert

● Trigger a collision warning 
● Possibly alter course



Demo Time
● Manipulating Closest Point of Approach Alarms final.mov



DoS

● Goal: Disable AIS transponders
– Single or multiple target(s)
– Program a desired targeted region

● Frequency hopping
– Switch to non-default frequency (RX and TX)



Demo Time
● Manipulating AIS SOS Signals and Frequency Hopping.mov



Positions of Two NATO Ships 
Were Falsified Near Russian 

Black Sea Naval Base



  

2: IND



Remote Controllers for the Industry



Remote Controllers for the Industry



Research



Signal Analysis

00
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?

● Missing needed information
– Sync word, encoding, bit length, etc...



SPI emulation



Attack Scenarios
● Industrial Remote Controllers.mp4



  

3: FOBS 



Key fobs and door openers





A history of “learning from errors”

Security = f(car_code)



A history of “learning from errors”

Security = f(car_code)
Reply Attack



A history of “learning from errors”

Security = f(car_code)
Reply Attack

Security = f(car_code + rolling code)



A history of “learning from errors”

Security = f(car_code)
Reply Attack

Security = f(car_code + rolling code)

Rolljam



Rolljam



A history of “learning from errors”

Security = f(car_code)
Reply Attack

Security = f(car_code + rolling code)

Rolljam

Security = f(car_code + rolling code + time)



  

Raise awareness

Sharing knowledge

Growing a community of radio hackers & 
enthusiasts



  



Radio Contest
● Reverse engineering of radio signals (analog, 

digital)
● Blind signal analysis
● Presence at conferences
● Signals distributed “over IP”
● Increasing difficulty



Connect with the community



Compete



Win



Enjoy



Open Spirit
● Playing scripts and back-end available at 
https://github.com/capturethesignal



Thanks for listening!
Questions?

https://twitter.com/embyte
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