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Ignorantia securitatis neminem excusat



Hardware Epoch
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Hardware Epoch

Standalone systems

Low-computational power

“Security through obscurity” paradigm
Hacking was difficult and cost expensive



Software Defined Radios (SDRs)

Reduced costs
Reduced complexity
Increased flexibility




* Originally, distributed
as TV receiver (RX

only)

* Works well In the
general RF spectrum,
general recognizance

* Frequency Range:
500 kHz — 1766 MHz

e 25 euros

CHOOSE A GENUINE RTL-SDR BLOG V3

ENTIRE PCB REDESIGNED
FOR LOWER NOISE
REDESIGNED THERMAL LAYOUT

IMPROVED FRONT END DESIGN (HELPS FIX VGO LOCK PROBLEMS)
(RESULTING IN HIGHER L-BAND SNR) BETTER LDO
: 4.5V BIAS TEE (LESS NOISE AND LOWER

(SOFTWARE CONTROLLED) 1PPM TCX0 VOLTAGE OPERATION) 5V LINE

SMA FEMALE
CONNECTOR

FTrTTre e

ADDITIONAL ES %
PROTECTION Use RFEHDKE

{REMOVES USB NOISE)

CLK SELECTOR
DIRECT SAMPLING CIRCUIT JUMPER  GPIO EXPANSION

EMABLES HF RECEPTION PORTS
(WITH LPF) EXPANSION

Rl STANDARD/OTHER BRAND RTL-SDR
(NOISE FLOOR FULL OF SPURS)

-

TOUGH CONDUCTIVE

METAL ENCLOSURE
(REDUCES INTERFERENCE)

AL SIR GO

THERMAL PAD COOLING
(REMOVES HEAT FROM PCB AND
TRANSFERS IT TO THE METAL CASE
RESULTING IN NO HEAT RELATED

TL-SDR V3 NDISEF
VGO LOCK PROBLEMS) FTLSBR IS OISE ELIGR

(SIGNIFICANTLY REDUCED
SPURS/BIRDIES)

GENUINE GUARANTEE: B
BE WARY OF INFERIOR RTL L

0
RTL-SDR BLOG V3 COUNTERFEITS! S D R G

FULL 2-YEAR WARRANTY AGAINST MANUFACTURING FAULTS
EMAIL & FORUM SUPPORT
SUPPORTS THE BLOG FOR NEW CONTENT, TUTORIALS AND PRODUCTS!




Bidirectional Transmissions

150 euros
RX + TX




BladeRF 2.0 by Nuand

47 MHz to 6 GHz
frequency range

2x2 MIMO, 61.44 MHz
sampling rate

56 MHz bandwidth

Automatic gain control,
|Q/DC offset correction




What could go wrong? :D
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Let’s walk through some noteworthy cases



1: AlIS



Automated Identification System

GPS-based radar
20 years old standard

Mandatory. Used by
~300,000 ships




Attack setup




argeting an AlS transponder
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Targeting an AlS station

Mobile app Community

Villetta

i
P e BN

&
Villa
Bombrini

TREND MICRO
416001337
o
Tanker
Mot defined
10kts / 100.0°
unkneown
unknaown
44,3879, 891297
Size: 18m x 10m
Drvaft: Om
Callsign: FTR =
57 visible
21,652 total

Flag: [ Taiwan - China
Riviera Ligure




Transmit arbitrary commands

Example: Fake a Closest Point of Approach
(CPA) alert

* Trigger a collision warni

* Possibly alter course



Demo Time

« Manipulating Closest Point of Approach Alarms final.mov



D0S

* Goal: Disable AIS transponders
— Single or multiple target(s)
- Program a desired targeted region
* Frequency hopping
- Switch to non-default frequency (RX and TX)



Demo Time

« Manipulating AIS SOS Signals and Frequency Hopping.movVv



Falsified AlS (Automated Identification System) appearing to show HMS Defender
and HNLMS Evertsen approaching Sevastopol, Crimea, On June 19 2021

E.
Odessa, Ukraine

$ 3

False AIS tracks

Positions of Two NATO Ships
Were Falsified Near Russian

Black Sea Naval Base
' MarineTraffic

3

3

Sevastopol, Crimea

"'\“‘ﬁ\.&_“(Russian naval base)

Webcams showing HMS
Defender (A) and HNLMS
Evertsen (B) in Odessa

19-06-2021 02:23:28




2. IND



Remote Controllers for the Industry




Remote Controllers for the Industry
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Signal Analysis
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{7 Autodetect parameters

* Missing needed information
— Sync word, encoding, bit length, etc...



SPI emulation

:Extended 72:RSSI6 AxB7
:Extended 71:RSSI1 Bx4c
:Extended :MARCSTATE Bx6d
:Command :SIDLE

:Extended d7:NUM_RXBYTES 0x10
:Extended d7:NUM_RXBYTES Ox10
:SFIFO :SFIFO Ax6d
:Command 4:S5RX

:Extended 72:RS510 Ax00
:Extended :MARCSTATE Bx6d
:Extended 72:RSSI6 Ax63
:Extended 71:RSSI1 Gxfb
:Extended :MARCSTATE Bx6d

L - : = ta= . iy
000.39296368s 0000015.00us

b 000122 000.39298167s 0000018.00us
000122 000.39299052s 0000008.85us

8 000123 000.393120455 0000129.93us
0 000124 000.39803355s 0004913.10us
10 000125 000.39805215s 0000018.60us
11 600126 000.406798570s 00B9933.55us
12 0060127 000.40800443s 0000018.72us
13 000128 000.408B02702s 0000022.60us
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Attack Scenarios

« Industrial Remote Controllers.mp4



3: FOBS



Key fobs and door openers




Search Q 4 e L (i

@

&

\ 8 -

- oh
rJ v-___l. - . -
= - ;_—,_,#" - - mm—
P »l o) 036/1632 M @ E o
Hacking Ford Key Fobs Pt. 1 - SDR Attacks with @TB69RR - Hak5 2523 [Cyber Security Education] m Has) (Heoee) (et CEomba >
173,155 views - Jun 24, 2019 15 3.8K GJ 131 > SHARE =+ SAVE ...



A history of “learning from errors”

Security = f(car_code)




A history of “learning from errors”

Security = f(car_code)
Reply Attack




A history of “learning from errors”

Security = f(car_code)
Reply Attack

Security = f(car_code + rolling|code)

\




A history of “learning from errors”

Security = f(car_code)
Reply Attack

Security = f(car_code + rolling|code)

\

Rolljam




Jam+Listen(1), Jam+Listen(2), Replay (1)

* Jam at slightly deviated frequency

Receive at frequency with tight
receive filter bandwidth to evade
jamming,

User presses key but car can’t read
signal due to jamming

User presses key again — you now
have two rolling codes Jammin

* Replay first code so user gets into
car, we still have second code

Receive

Window
Signal

Rolljam



A history of “learning from errors”

Security = f(car_code)
Reply Attack

Security = f(car_code + rolling|code)

Rolljam

Security = f(car_code + roIIWode + time)



Raise awareness
Sharing knowledge

Growing a community of radio hackers &
enthusiasts






Radio Contest

* Reverse engineering of radio signals (analog,
digital)

* Blind signal analysis

* Presence at conferences

* Signals distributed “over IP”
* Increasing difficulty



Connect with the community

2018 2019 2020-2021

Tokyo Tokyo Vancouver

(4] BB OE e

Amsterdam Abu Dhabi




Compete

337 users registered
223 teams registered
492 IP addresses

2860 total possible points

9 challenges

Signal 1 has the most solves with
31 solves

Signal 5 has the least solves with
8 solves




Bronze




Enjoy

Kergadon
Well | definitely regret not signing up for this CTF

23
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: | really enjoyed the ctfs at this year's conference. Been my favourite I've ever done lol.

There was a challenge with DTMF in this wild sample that sounded like it should have been an A
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i had a lot of fun, it is a nice challenge.

congrats to you all and maybe we’ll meet again next time ! (hw.io NL ?)




Open Spirit

* Playing scripts and back-end available at
https://github.com/capturethesignal

cts-tools gnuradio-mini-docker

Client side tools to play the CTS contest Minimal GNURadio image, without SDR hardware support, useful to
generate signals and stream samples over ZMQ

@pPython 1538 %17 ®shel w1 Y1

cts-website cts-backend

The CTS website Capture the Signal's backend tools and template challenge

@HTML  Tx 1 @ Python



Thanks for listening!
Questions?

https://twitter.com/embyte

c@=nfidence
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