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Motivations

» Social Networks have experienced a huge surge in
popularity

Facebook has more than 500 Million users:

» The amount of personal information they store requires
appropriate security precautions

» People are not aware of all the possible way in which
these info can be abused

» A simple problem can result in serious consequences for
thousands of Social Networks users

2 July 7-8th, 201 | Amsterdam, The Netherlands



Social Engineering

SOCIAL
ENGINEERING

.| The clever manipulation
— 1 of the natural human

Social engineering is the art of manipulating people into
berforming actions or divulging confidential information, rather
than by breaking in or using technical cracking techniques
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Reverse Social Engineering Attacks
in Social Networks

» Classic Social Engineering: The attacker contacts his victim

RSE: The attacker...
» |.feeds his victim with a pretext (baiting)

v

» 2.waits for victim to make the initial approach

» Victim less suspicious as she makes the initial contact

» Bypasses current behavioral and filter-based detection

» Potential to reach millions of users on social networks
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Facebook Initial Experiment

» Last year (RAID 2010): “Abusing Social Networks for
Automated User Profiling”

@ ___> Facebook

List of E-Mail
Addresse/ &
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Facebook Initial Experiment

» The account used in that research received a large
number of friend requests

» Hit the limit : 25,000

facebool'*>7 %€ %7 G Home Profile Account-~
S — ] :
. . [ News Feed Top news - Most recent #19 Requests View all
View my profile .
%51 26497 friend requests
El News Feed What's on your mind? B9 73 event invitations
& Messages (1,429) I} Cristian Ruozzi al lavoro siisi si al lavoro si si si ! & 520 friend suggestions
about an hour ago - Comment - Like ¥ 1060 other requests

BD Events (73)

Too many friend requests.

Sorry, this user already has too many friend requests.
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Facebook Initial |

e Alison is now using Facebook in English (US).

22, Alison and Amitabh Lakhotia are now friends. - Comment - Like

za Alison and Anthony Jaeger are now friends. - Comment - Like

lﬂ, Alison and Kenney Rosicka are now friends. - Comment - Like

28 Alison and Stig Johannessen are now friends. - Comment - Like

}‘a Alison and Lennox Humphrey are now friends. - Comment - Like

zﬂ Alison and Mark Chin are now friends. - Comment - Like

}& Alison and Ryan Bathauer are now friends. - Comment - Like

}& Alison and David Moore are now friends. - Comment - Like

,-E Alison and Kareem Trevizo are now friends. - Comment - Like

23 Alison and Ruth's Chris Lake Mary are now friends. - Comment - Like
}ﬂ Alison and Tom Rawlings are now friends. - Comment - Like

23 Alison and Chrystian David Saavedra Cuartas are now friends. - Comment
}‘5_1’ Alison and Aston Thompson are now friends. - Comment - Like

23 Alison and D.i. Omar are now friends. - Comment - Like

tﬂ, Alison and Patrick Gaunce are now friends. - Comment - Like

2}1 Alison and Edwin Chan are now friends. - Comment - Like

23 Alison and Michael Holmes are now friends. - Comment - Like

23 Alison and Chippy Maunga are now friends. - Comment - Like

tﬂ, Alison and Baris Kadioglu are now friends. - Comment - Like

2}1 Alison and Andrea Burnett are now friends. - Comment - Like

23 Alison and Timothy Billings are now friends. - Comment - Like

2}1 Alison and Armando Mendoza Arias are now friends. - Comment - Like
AtEL Alison and Harold Arnold are now friends. - Comment - Like

23 Alison and Ray Golden are now friends. - Comment - Like

23 Alison and Michael Brown are now friends. - Comment - Like

2:,—1_’ Alison and Eddie J Grant are now friends. - Comment - Like

}& Alison and Martin Tino Moreno are now friends. - Comment - Like
2}1 Alison and Leon van der Walt are now friends. - Comment - Like

}'ﬂ Alison and Giorgio Profeti are now friends. - Comment - Like

251 Alison and Tim Page are now friends. - Comment - Like

Voulez-vous enfin perdre du
poids? Maigrir de 4 kilos par

! NA o "

Lxperiment Results
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Sergio Malchiodi
Today at 4:00pm

Naji Mohamed Abdalla
Today at 4:00pm

Harry Poulos
Today at 3:4d4pm

Duncan D Nulty
Today at 3:37am

Julia Pearlstein
Today at 1:31am

Ro Ward
Yesterday at 4:48pm

Gamaliel Malave
Yesterday at 12:16pm

Ray Goldberg
Yesterday at 7:58am

¢ Dale Hunt

Yesterday at 1:31am

Robert Allison
Yesterday at 12:51am

Carlos Gonzalez Gutierrez
Mon at 11:28pm

Albert Yin
Mon at 6:11am

Dennis Earles
Mon at 6:07am

e di conoscerti parli italiano o i need write you

<no subject=

hi thk's for accepting my application enjoy ur time regards

<no subject>

k keeps suggesting that w

e should be friends

Facebook - | don'tunderstand it
Fac

suggested you as a friend and I'm wondering

facebook weirdness

Hi Alison, You don't know me and | don't know you, but y

<no subject>
Hey Alison, how are you doing hun. | didn't know what thi

subject>
son. Just w

ondering if you are my cousing from

<no subject>
a who you are but nice

<no subject>

Hi alison, your photo keeps coming up in 'suge

hi
hi there how are you

Suggestions
Lol face

ook keeps suggesting you as a possible friend. W

Where are you located?
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Facebook Initial |

ixperiment Results

» About 500,000 email queried
» 3.3% friend connect rate in 3 months

» Cascading effect based

on reputation

» 0.37% average friend connect rate per month
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3 Types of Real-World RS.

+, Attacks

» Recommendation-Based

Mediated attack where Recommendation System

performs baiting

Attacker
(with a fake profile) \ / User

Recommendation
System

facebook

Information

Too many connections.

Sorry, you cannot create any more connections.

5,000 friends

lllllllllllllllllll
Daniele Warrior  Theard

ntin Kevin Carr  Marty

ma A. Madalina Bishnoi
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3 Types of Real-World RSE Attacks
» Demographic-Based — Mediated

Attacker User
(with a fake profile)

Demographic
Search

» Visitor Tracking-Based — Direct
L ]

» [ J
w Visit _ w
Attacker User
(with a fake profile)

Visitor Log
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Experiment

» RSE attack on Facebook, Badoo and Friendster

Type of Attack Facebook|Badoo|Friendster
Recommendation-Based| A - -
Demographic- Based v v v
Visitor Tracking-Based - v v

» Determine characteristics which make profiles effective

Socual Profile | Profile 2 Profile 3 Profile 4 Profile 5
twork

Sex Male Female Female Female Female
Location New York New York Paris New York New York
Picture*
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Ethical and Legal Considerations

» We consulted with the legal department of our institution
(comparable to the Institute Review Board (IRB) in the
US) and our handling and privacy precautions were
deemed appropriate and consistent with the European
legal position.

» When the data was analyzed, identifiers (e.g., names) were
anonymized, and only aggregate analysis of the collected
data was performed.
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Recommendation Based (Facebook)

180 "
Profile | —— o e

» 50,000 profiles queried 160 | prote 2

140 + Profile 3 %
Profile 4 B

per attack profile I ot
5 100¢
Profiles 2 and 3 (girls) most : |
successful Y
Profile 5 least effective "o
» 94% of messages sent 0
. 35 - Profile 2 =
after friend requests g | Eofled -
% 25 b Profile 5 p e
» Most common 3-grams: s w0 D
2 15+ o ;B"B
“suggested you as” or L i nad™
usuggest I add” z - g"‘"ilmn.:.:.ﬂ.mﬂ e
0)//0 s S, OCP/O) OCP//?

» The baiting works
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Recommendation Based (Facebook)

» Majority of victims attracted: Single Young users who
expressed interest in “VWomen”

» Profile | received a large number of requests from users
expressing interest in “Men”

» Profile 5 attracted largest number of requests from older
users

100 100
80 80 |
~ s S
IS > <
% ~ 60
5 : S 5 & :
- = c
E ool 2 5 a0f ~
2 £ &
20 | 20 » .
0 0 A A A A A
Yo oy Ty Th, G . m Ty %
%, %, %, %, %, e, e, e, - ©
/3 Single 1 Its Complicated LT3 <20 C 3140 1 51-60
] anzizge]dl_ N C— Married s 20-30 33 41-50 3 >60
— ationship
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Demographic Based (Badoo)

3000

» Created the fake profiles and | eler
occasionally updated to ) Profled — o
. . 2000 Profile 5
remain in search
Profile 5 was removed

Profiles 2 and 3 most
successful again
0

Profile 5 not using actual %Y
photo was disabled

1500 |

1000 |

Number of visitors

500

2500

» 50% of visitors messaged Profle |
Profile 2 and 3 (44% avg.)

2000 r Profile 3
» Most common 3-grams:

Profile 4 SR T
1500 r
9 ¢¢

Profile 5
€¢ ’
how are you”,“get to know”,
and “would you like” 500 |

» Face-to-face relation 0

1000 r

Number of messages
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ntage (%)

Perce

Demographic Based (Badoo)

» Most users who expressed interest were “Single”.

» Attracted users interested in their gender and
approximate age group.

Profile | received large interest from younger profiles. Profile 4
from older profiles.

; - k i k e
80 | s Ml e o5
60 555 K : RS % )
X X ] s
40 - : XX bie 2
50K , § &
0 2 A . o A .
) @, @, @, o)
% % % % %
G/ Ge G\? 07 GL)\
. [ 1 <20 [ 1 31-40 1 51-60
3 Single 1 Tak B 20-30 3 41-50 T >60
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Visitor Based (Friendster)

» 42,000 users visited per
attack profile

Number of users visited
attack profiles back,
consistent with Facebook

0.25% to 1.2% per month

» Number of following
friend requests or mess-
ages low in comparison

» Demographics similar
to Facebook

|7

Number of visitors

Number of friend requests

140

Profile 1
120 Profile 2
Profile 3 i
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Lessons Learned

» Pretexting — critical for RSE attacks
Excuse needed to “break the ice”

Recommendation systems (e.g. Facebook) provide strongest
pretext

The Visitor Based attack was not effective (e.g. Friendster)

» Profile effectiveness
Attractive female profiles are highly successful
Can be tuned to demographics of target victim(s) (e.g. Badoo)
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Countermeasures

» Perform recommendations based on very strong links

Ensure at least a few friends in common (or within n-degrees of
separation)

» Adapt behavioural techniques to RSE techniques
Check accounts only performing a single action

Ensure bi-directional activity (i.e. profile also searches and adds
users)

» CAPTCHAs for incoming friend requests
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Questions

Everything is going
According to plan.

failbook.com
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